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A. Pendahuluan
Ikhtisar

Sudah menjadi kebiasaan bagi sekolah SMK untuk melaksanakan Ujian Kompetensi Keahlian dalam kejuruannya masing-

Lab

Pembahasan Soal Paket IIT UKK TK]J 2016/2017

masing, yaitu sebagai bentuk mengukur kemampuan siswa dalam menguasai kompetensi dalam bidangnya, serta sebagai

wujud kemampuan siswa untuk diakui kemampuannya ketika bekerja di dunia usaha dan dunia industry, sekolah dan

pemerintah mencoba untuk memfasilitasi dengan upaya kompetensi yang di kuasai siswa sesuai kebutuhan dunia usaha dan

industri.

Untuk mendapatkan output yang ideal maka berbagai sekolah telah menerapkan berbagai kerjasama dalam bidang akademi

dengan perusahaan vendor, misalnya dalam bidang komputer dan jaringan ada Cisco Academy, Mikrotik Academy,

Ubiquity Academy dan yang lainnya. Ini patut diapresiasi bagi mereka yang telah mengupayakan akademi tersebut, dengan

didorong oleh pemerentah sehingga soal UKK kedepannya bisa lebih bervariasi dan spesifik.

Requirements

Koneksi Internet

Wifi Routerboard
Switch

PC Client/Laptop
Kabel UTP

Alat dan Bahan

- Konektor R] 45

- Tang Crimping

- Kabel LAN Tester
- Obeng

No.| A st Komans Bahan Spesifikasi Jumlah| Ketsrangan

1 2 3 4

1 | Koneksi Internet 1 Mbps 1 akses

2 | Wifi Routerboard Mikrotik RB751/RB951 1 buah

3 | Switch Min. Port :5 Buah 1

4 | PC Client'Laptop LAN Card :1Buah 1 PC
(untuk pengujian) Wifi Card : 1 Buah Laptop

Sist.Operasi : 1 Buah

5 | Kabel UTP Min. Cat 5 10m

6 | Konektor RI45 6 buah

7 | Tang Crimping Untuk RT 45 1 buah

8 | Kable LAN Tester Untuk RT 45 1 buah

9 | Obeng +- Ukuran screw PC 1 set

B. Skenario
Soal:

Dalam kegiatan uji kompetensi ini anda bertindak sebagai Teknisi Jaringan. Tugas anda sebagai seorang teknisi Jaringan

adalah merancang bangun dan mengkonfigurasi sebuah Wifi Router berfungsi sebagai Gateway Internet, Hotspot, DHCP

Server, Bandwith Limiter dan Firewall, kemudian internet tersebut dishare ke client melalui jalur kabel (non hotspot) dan

wireless (hotspot).

Dengan Opsi konfigurasi sebagai berikut:
Wifi Router:

1. Sistem operasi
2. DNS

3. NAT

- Ether1:

= Mikrotik RouterOS
= Sesuai dengan DNS yang diberikan ISP
= Yes
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4. IP Ether1 = Sesuai dengan Network yang diberikan ISP

5. Gateway = Sesuai dengan IP yang diberikan oleh ISP
- Ether2:

6. Terhubung dengan kabel ke switch dan PC

7. IP Ether2 = 192.168.100.1/24

8. DHCP Server = No

9. Buat konfigurasi Pada firewall yang memblokir situs youtube.com dari trafik PC Client yang melewati ether2

- WLAN 1 (WLAN Interface):

10. IP WLAN 1 = 192.168.200.1/24

11. SSID = nama__peserta@Hotspot

12. Hotspot = alamat login hotspot = sekolah.sch.id
13. DHCP Pool = 192.168.200.2-192.168.200.100

14. Rubah tampilan halaman login hotspot sehingga minimal terdapat tampilan tulisan: “Selamat Datang di Hostpot
Sekolah XXX” (XXX=nama sekolah anda).
15. Buat 2 user yaitu:

* Username 1=guru, Password=guru dengan profile bandwith unlimited (sesuai bandwith ISP)

e Username 2=siswa, Password=siswa dengan profile bandwith download/ upload:256 kbps

16.  Bypass alamat: http://bsnp-indonesia.org sehingga user yang belum login masih dapat mengakses web tersebut.

- Konfigurasi PC/Laptop Client (Yang tergubung Ether2 melalui Switch)

1. IP LAN = 192.168.100.xxx/24
2. Gateway = 192.168.100.1/24
3. DNS = menyesuikan ISP
4. Sistem operasi = Windows / Linux

Keterangan: xxx merupakan address

- Konfigurasi PC/Laptop Client (Yang tergubung WLAN1 melalui wireless)
1. [P WLAN = Dinamis (Mendapatkan IP address melalui hotspot)

2. Sistem operasi = Windows / Linux

- Tugas Anda sebagai Teknisi Jaringan adalah:

Mengimplementasikan topologi jaringan di atas dengan ketentuan sebagai berikut:
Menerapkan prosedur kesehatan, keselamatan kerja dan keamanan kerja yang diperlukan
Melakukan pemasangan kabel UTP

Melakukan pemasangan non managable switch

Melakukan pemasangan dan konfigurasi jaringan lokal (LAN)

Melakukan pemasangan dan konfigurasi jaringan internet (WAN)

Melakukan pemasangan dan konfigurasi jaringan nirkabel (WLAN)

Melakukan instalasi dan konfigurasi Server/Router (Hotspot)

Melakukan instalasi dan konfigurasi DHCP Server (melalui WLAN 1)

W ® N o R W

Melakukan instalasi dan konfigurasi gateway internet

=
(=}

. Melakukan konfigurasi TCP/IP Statis pada PC Client/Laptop yang terhubung ether2 melalui switch

Juy
=

. Melakukan konfigurasi TCP/IP Dinamis pada PC Client/Laptop yang terhubung melalui wireless

=
N

. Melakukan pengujian pada sistem.
Pengujian dari PC Client yang terhubung kabel :
a. Koneksi internet

b. blockir akses youtube.com
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Pengujian dari Laptop Client yang terhubung wireless :

a. Tampilan halaman hotspot

b. Login hotspot dan bandwith user

c. Bypass alamat : http://bsnp-indonesia.org
13.  Membuat laporan tertulis tentang konfigurasi yang dilakukan.
- Topologi

192.168.100.xxx/24 i
IP Menyesuaikan

Non Hotspot
( pot) ISP
INTERNET
Eth2 Ethl

Switch K Wifi Router
& g
& ,\f,Q
0> QE

E ¥

C. Konfig
Wifi Router
1. RB 9412"
2. DNS
Command:

/ip dns set servers=202.134.1.10,202.134.0.155

GUIL
== SWICTT
°8 Mesh ARP NS Settings
Er T Accourting \[eerves: 202134110 4] | ok |
. _ Add
%% Routing ¥ resses = 2021340155 # | cance
5 b Cloud
ystem T T Dynamic Servers: | | Apply
Queues
ﬁ Files DHCP Relay ["] Allow Remote Requests Static
] ton DHCP Server Max UDP Packet Size: 4095 | [ Cache
= DNS
Brown — — s
Tool 2
X Toos — ury Tt Tt :
New Terminal
Ll Make Supout rf == Cache Size: KiB
Neighbaors
€ Manual Packing Cache Max TTL: [7d 00:00:00 |
© New WinBox Fool Cache Used: [3 |
B Ext
Routes
SNMP
Services
Settings
Socks
IEIR
Traffic Flow
UPnP
‘Web Proxy

Penjelasan: Untuk DNS Bisa menggunakan DNS-nya Google: 8.8.8.8,8.8.4.4 atau bisa menggunkan DNS yang diberikan
ISP, sedangkan apabila anda ingin ip address router bisa digunakan oleh klient sebagai dns maka opsi “Allow Remote
Request” kalaian Centang.

3. NAT
Command:

/ip firewall nat add chain=srcnat out-interface=etherl action=masquerade
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GUI:

As Guick Set
I CAPsMAN NAT | Mangle Service Ports  Connections  Address Lists  Layer7 Protocals
Inter:
- =ees lE“E‘ |<? 23| |l:ll:l Reset Courters H 00 Resst All Courters |
T Wireless
- # | |Action| [Chain |Src. Address [Dst. Address |Proto... [Src. Port  [Dat. Pott  [In. Inter... [OF
gﬁ Bridge
=4 PP
= Switch
°18 Mesh 57 : it
Accounti
Iass P I‘I = Chain: |sronat =] Cancel
Addresses
12
# Routng p— Src. Address: | R Apply
i System I
Sonn | DO e st s
[ Fles BHEH ey Protocol ‘ ‘ S Comment
Lo DHCP Server
‘; 9 e Src. Port: | |~ Copy
Radius
K Tools 12 a:ﬁmwall Dst. Pot | I~ |—|He""°"5
|| New Teminal SRR Ll ‘ ‘ v Rleset Counters
[} Make Supout.«F |Psec In. Inteface: | g Reset All Counters
@ Vanua oo Out bieface: [lahert  [#]4
@ New WinBax =iy
B o Pool Packet Mark: | v
Foutes Connection Marl ‘ ‘ 7
Sl Routing Mark ‘ ‘ ~
Services
Routing Table ‘ ‘ ~
Settings
Socks Oitems Connection Type: | g I
Nat Rule:
New NAT Rule
General Advanced Extra | Action | Statistics oK
Action: [UEERTEELE - Cancel

mm - e o
Frotocol: | |~ Commert Log Prefix: | |- Disable
Src. Port: | [ Copy

Comment
Dst. Port: - Remove
Any. Port: A Reset Counters Dy

In_ Interface: - Remaove
Out. Interface: [[gther] 25 Reset Countars
PacketMat: | |~ Reset All Counters
ComnectionMak: ||~
Ronghak: [ |~
RoungTable: | |~
ComectionType: |~
Penjelsan: NAT ini fungsinya untuk rnenyarnarkan IP address local, agar yang dikenali adalah IP public, ini merupakan

e

aturan dunia yang mahu tidak mahu kalian harus seting nat agar klient bisa akses internet.

4.1P Ether1
Command:

/ip dhcp-client add interface=etherl

/ip dhcp-client enable numbers=0

/ip dhcp-client pr

Flags: X - disabled, I - invalid

# INTERFACE USE-PEER-DNS ADD-DEFAULT-ROUTE STATUS ADDRESS

0 etherl yes yes bound 172.16.3.79/23
/ip address pr

Flags: X - disabled, I - invalid, D - dynamic

# ADDRESS NETWORK INTERFACE

0D 172.16.3.79/23 172.16.2.0 etherl
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GUIL:

== Switch
“13 Mesh
Er 7] fccountna DHCP Cient. | DHCP Cient Options
% Routing |2 A -~ :l
System [Interface / [Use P__.[Add _ =
® Quoves DHCP Clisrt e o vos Interface: |etherl |=] Cancel
- DHCP Relay Use Peer DNS
= DHCP Server Use Peer NTP
s
e oHcrOptons: [ |4 | e
% Tools 2 ez
New Teminal Hotspot Add Default Route: Iyes—"i| Ico—pyl
lew Teminal
| ] Make Supout if IPsec Default Route Distance: |D—|
ake Supol
& Manual Db
@ New WinBox fjacng
l: Exit Pool
Routes
SNMP
Services
Settings
Socks
TETP
Traffic Fow
UPnP
Web Proxy

Penjeasan: DHCp-Clint ini fungsinya agar interface etherl dapat ip address otomatis dari sekolah ataupun modem ISP.

5. Gateway
Penjelasan: Untuk gateway tidak perlu di konfigurasi kalau di mikrotik, karena ketika menambahkan ip address gateway

otomatis akan di konfigurasi ke exit interface, dan secara otomatis ip route juga di buat secara otomatis.

6. Terhubung dengan Kabel Switch dan PC
Penjelasan: Untuk meminimalisir perangkat bisa langsung dihubungkan ke PC jadi tidak perlu menggunakan switch,
mungkin hanya meseuakan pemasangan tipe kabel UTP-nya saja, Stright atau Cross.

- Ether2:
7.1P Ether2
Command:

/ip address add address=192.168.100.1/24 interface=ether2

ARP

Aecoutng +] | hd

Addresses Address 2 [Networkc [Interface [

Cloud D| 17216379/23 1721620 cther
® 0o DHCF Client
- DHCP Relay \ddress
] Log DHCP Server m@]waz.weamnwz‘l | L oK
8 Radus IE Network: - —
5 Tooks f. | Firewal Interface: [Ether? TH v |
|| New Terminal fioisnol

Disable
Mot St P
& Manual ELEE -Commem
@ tonwngox PN

l, Exit hod Remove
Routes

SNMP

enabled

Services. 1item
Settings
Socks
TFTP
Traffic Aow
UPnP

Web Proxy
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8.DHCP Server

Penjelasan: Karena soal meminta untuk mengkonfigurasi ip address PC Klient secara manual, maka DHCP Server tidak

perlu diaktifkan.

9. Buat konfigurasi pada firewall yang memblokir situs youtube.com dari trafik PC Client yang melewati ether2

Command:

/ip firewall mangle add chain=forward in-interface=etherl content=youtube.com
action=add-src-to-address-1list address-list=blok-youtube
/ip firewall address-list print

Flags: X - disabled, D - dynamic
# LIST
0 D blok-youtube
1 D blok-youtube
2 D blok-youtube
3 D blok-youtube
4 D blok-youtube
5 D blok-youtube
6 D blok-youtube
7 D blok-youtube
8 D blok-youtube
9 D blok-youtube
10 D blok-youtube
11 D blok-youtube
12 D blok-youtube
13 D blok-youtube
14 D blok-youtube
15 D blok-youtube
16 D blok-youtube
17 D blok-youtube
18 D blok-youtube
19 D blok-youtube
20 D blok-youtube
21 D blok-youtube
22 D blok-youtube
23 D blok-youtube
24 D blok-youtube
25 D blok-youtube

ADDRESS
192.168.100.2
74.125.130.139
192.168.3.2
172.16.0.125
74.125.68.138
172.217.26.78
74.125.130.94
74.125.68.101
74.125.200.136
74.125.200.93
74.125.130.188
74.125.200.102
74.125.200.138
74.125.130.136
74.125.200.100
74.125.200.139
74.125.130.93
216.58.203.238
74.125.204.190
74.125.200.101
74.125.200.113
74.125.130.91
74.125.130.190
74.125.130.113
74.125.68.188
74.125.130.100

TIMEOUT

/ip firewall filter add chain=forward protocol=tcp dst-port=443 in-interface=ether?2
dst-address-list=blok-youtube action=drop

GUIL:
T SWIET
%18 Mesh ARP
Accounting Fitter Rules = NAT I Mangle I Service Ports  Connections = Address Lists  Layer7 Protocols
# Routing Addresses lE“E‘ I‘E] |l]|] Reset Counters || 00 Reset All Counters ‘ E
& Sysem po| EEE 4| [Ation |@han|  |Src Address |Dst Address Proto_|Src Port |Dst Pot |in.inter.|Out Int |Bytes  |Packets |
! Queuss DHCP Client 1] tadd... fprwan etherl 144 KB 10
B Fes DHCP Relay Mangle
5] Log DHCF Server —: Advanced Edra Action Statistics
2 Radius SNS - SR [— 31| [ cancel |
inewal L4
A Tools — Sro. Address: | |~ Apply
|| New Teminal =
Peec o.M ¢
| & Make Supout.rif ELd
& Manual R Protocal: | |- Comment
= Packi
O New WinBax — Src. Fort: | 4 Copy
: Bt Pool
Routes Dst. Port: | R4 Remave
SNMP Any. Port: | |+ Reset Courters
Services P2P |+ Reset Al Counters
ST In. Interface: |_[|ethert ]3|
Socks
Out. Interface | |'
TFTP
Traffic Flow Packet Mark: | |-
Upr Connection Mark | | =~
pifch i Bouting Mad. | >
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General | Advanced | B Action | Statistics. oK Genersl  Advanced Edra Statistics oK
S Addrefs List: [ I Cancel PP o src to address fit T Rencel
Dst. Addrefs List: | |~ Apply Oltog “ronly
Layer7 Prbtocal: | R4 BEiD Log Prefic: | R Disable:
Comment
chrmerr—=Youicbe com 1ES = Address Ust: blolcyoutube = S
d
Connection Bytes: | ]~ Timeout: | |~ Copy
Remove
Connection Rate: | R Remove
Reset Courters
Per Connection Classfier: | hd Reset Counters
Reset Al Courters
Src. MAC Address: | |- Resat Al Courters
Out. Bridge Port: | R4
In. Brdge Port: | |~
Hasil Address-List
B ARP
Accounting PIE RrfeE—AT— e —ServTE PO S Aress Us ] Layer? Protocols
P Bl [+H[=] [elf] (=]
& Syatem w | = [hiame [Address Timeat |
a DHCP Cliert D 9 blokyoutube  192.168.100.2
B Queces TE D 0 blokyoutube  74.125.130.138
51 Files = D oblokyoutbe  192.1633.2
Lox DHCP Server D @ blokyoutube  172.16.0.125
£ loa D ©blokyoutbe  74.125.68.138
S Radus 9 blokyoutube 1722172678
& [0 @ blokyoutube  74.125.130.94
R Tods ey |o_2biokyouube 7212568101
@ New Teminal
|2 Meke Supoitrd 0
Py Neighbors
@ New WinBox i)
Pool
Exit
! Routes.

Penjelasan: Fungsi dari mangel ini adalah untuk mengelompokkan IP address youtube untuk di daftar pada menu

Address-list.

Blok Youtube
“Ia Mesh ARP =l E3)
= Accourting Fitter Rules | NAT Mangle  Service Ports | Connections | Address Lists 7 Protacols
IP I
22 Routing 2 biwEes L ] |E| @ |l:ll:l Reset Counters || 00 Reset Al Counters | Find all |?|
- Cloud
) System A V| [acton |Chain  |Src. Address |Dst. Address |Proto... [Src. Pott | Dst. Port  |in.|w
g Queues DHCP Client 0 6 ttcp) 443 ether;
B8 Fies DHCP Relay Z
DHCP Server L &
|| Leg a Advar J{"
: DNS
ﬁ Radius o ‘orward I]lz‘ | Cancel |
%€ Tools Firewall
. Hotspot Src. Address: | |v Apply
| New Terminal
ot e .o | -
| & Make Supout if sable
Neighbors
& Manual P Protocal: DF ftcp) |+ | -
- acking
© New WinBax T Src. Port: | |~ | = |
B ool -
Routes Dst. Port: DM |~ Remove
SNMP Any. Port: | |+ Reset Courters
Services p2p- | | - Reset All Counters
Settings —
g In. Interface: [ fether2 |ala_
Socks B
TETR = Out. Interface: | | &
eeichion Packet Mark: | |
UPnP
Connection Mark: | | h
Web Proxy ; .
General [ Advanced | Edra Mun(ﬁﬂdm-———l oK General  Advanced Exra Statisics OK
sro. Alidress st [ = Cancal Action: [EE) 31 | /] canca
Dst. Abdsss-tistplolcyoutibe | Apply Cliog N Apply
Layer? Protocal: | ]~ E=i Log Prefix: | I Disable
Comment
Contert: | I Commert
Copy
Connection Bytes: | ]~ o Copy
Connection Rate: | ]~ o
Per Connection Classfier: | 4 Py
- -
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Penjelasan: Setelah ip youtube terdaftar pada address-list baru filter rule malkukan bloking youtube. Kenapa ini dilakukan
karena ip youtube bukan hanya satu tetapi banyak, atau anda bisa menggunakan opsi cara lain yaitu menggunakan layaer

7, keduanya memiliki kekurangan dan kelebihannya masing»masing.

- WLAN 1 (WLAN Interface):
10. TP WLAN 1= 192.168.200.1/24
Command:

/interface enable wlanl
/ip address add address=192.168.200.1/24 interface=wlanl

GUI:

Enable interface wireless

s Guick Set Penjelasan: Ketika
3 CAPsMAN . S . § CRN :
Nstreme Dual Access List Registration Connect List  Security Profiles  Channels pertama kali mikrotik
..... E | CAP || Scanner || Freq. Usage || Alignment | wird  aktifkan atau setelah reset
[T | Name | Type [Tx [Rx fault wirel
o Hidge K e Wirsless (heros ARG300) Obps secara default wireless
=F PPP akan disable, anda bisa
: Swen melakukan enable
la Mesh
=3l P I terlebih dahulu.
Ed
% Routing I
52 System I
g Queues
[ Files
|| Log
‘@ Radius
& Tools I
Ip address
= SWitch T
212 Mesh ARP [Cifx]
ey p—gf] = [v][x]
#2 Routing oy Addresses I Address 7 | Network [Interface |+
- Cloud O r172.16.3.79/23 172.16.2.0 etherl
i3 System OHCP G 2192 168.100.1/24  192.168.100.0  ether2
& Queues fent %°1952.168.2001/24  192168.2000  wisn]
5] Files DHCP Relay
Iy DHCP Server =
o DNS moeress {152, 168,200,124 ] oK
‘@ Radius 1 I
5 Tools . Frewdl Network: 1921682000 | [P ncel
[ New Terminal Hotspot Interface: fuwian 7 >
| 4 Make Supout ff [Feze
@ Manual Neighbors
9 New WinBox flacaxd
E- Exit Poal
Routes
SNMP
enabled |
Services Jitems {1 selected)

11. SSID= nama_ peserta@Hotspot
Command:

/interface wireless set mode=ap-bridge ssid=nama pesertalhotspot numbers=0
GUL:
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A& Quick Set

| E3]
[; CAESNAN Interfaces | Mstreme Dual Access List  Registration Connect List  Securty Profiles  Channels
Interf:
E“E‘ .lz‘ @ . ‘ CAP || Scanner || Freq. Usage || Alignment H Wireless Sniffer || Wireless Snooper |
1 Wireless
- Mame | Type = | T Packet {p/s) \Rx Packet cpfsjl
4 Bicoe Thps Thos
E L Klik 2x End
== Switch
|Dataﬂata Advanced HT WDS Netreme NV2 ..
“Ta Mesh oK
=g |p [ sde-dap bridge K F
/ Cancel
# Fouting I Band: |2GHzB/G [#] =
3 System P Channel Width: [20MHz B e |
Q Gueues Frequency: |2_“2 " ¥ | MHz 3 Disable
5 Fi
= L\:s S51D: jnama_peserta@hotspot I'-—/ Comment
|| Log
P Fodius Radio Name: [6C3B6B1444A1 | Simple Mode
Xo Ter I- Scan List: |defauh || ¥ |2 Teen
MNew Terminal ‘l Wireless Protocol: |any ¥
lew Terminal Ttom ot of 5 (1 seleciad) | ” WPS Accept
[ 2 Make Supot i Securty Profile: |defaul 3 —
@ Manual WPS Made: [push button [=]
@ New WinBox .
l Exit Frequency Mode: |manuaprower ” E | Align...
Country: |indonesia ” ¥ | Sniff...
Antenna Gain: |D | dBi
-
DFS Mode: |none ” ¥ |

12.  Hotspot= alamat login hotspot = sekolah.sch.id
13. DHCP Pool= 192.168.200.2-192.168.200.100
Command:

[admin@MikroTik] > ip hotspot setup
Select interface to run HotSpot on

hotspot interface: wlanl
Set HotSpot address for interface

local address of network: 192.168.200.1/24
masquerade network: yes

Set pool for HotSpot addresses

address pool of network: 192.168.200.2-192.168.200.100
Select hotspot SSL certificate

select certificate: none
Select SMTP server

ip address of smtp server: 192.168.200.1
Setup DNS configuration

dns servers: 202.134.1.10,202.134.0.155
DNS name of local hotspot server

dns name: sekolah.sch.id
Create local hotspot user

name of local hotspot user: admin
password for the user: (@admin

GUL:
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e [ ]
o_[g Mesh ARP H|:|t5|:||:|t
Ilass P _pl Accounting Servers |Server Profles Users  User Profles  Active Hosts

3 Routing Ty [+][=] [#][5] | Reset HTML |[Hotspot Setup |
System 3 Coud |Name : |Irrterface |Mdre ool |
& Queues DHCF Client @ hotspot 1 wian 7 hs-poot5
] Files DHCF Relay
" Log DHCP Server
.@ Radius Lis

Firewsall
% Tools [*

|

Mew Tv.=:1111inE||ﬁ il |
| 4 Make Supout rif et
ﬂ Manual ELUITE
G Mew WinBo Packing
E- Exit Poal

Routes .

1item
SHMFP

Hotspot Setup

HotSpot Inteface:

| Back || Nex

| Cancel |

Set HotSpot address for interface

Local Address of Netwarle: | e ls:Rung el |
Optional —s———v| Mas

nuerade Metwork

| Back || Net || Cancel |

Hotspot Setup

Set pool for HotSpot addresses

Address Pool of Metwork: |192.168.200.2-192.16) %

Hotspot Setup

Select hotspot 551 cerificate

Select Certficate: [none IE

Back I Mexd I Cancel

| Back || Net || Cancel |
| |
Hotspot Setup =] E3
Select SMTP server
IP Address of SMTP Server. [132.168.200.1 ]
Back Net || Cancel |
|

Hotspot Setup

etup DNS configuratio
DNS Servers: 202.134.1.10 |+
|202.124.0.155 |+

Back I Mext Cancel
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Hotspot Setup

DMS name of local hotspot server

DNS Name: |sekolah sch id

Hotspot Setup

Name of Local HotSpot User: |admin |

Password for the User: |admin |

I

14. Rubah tampilan halaman login hotspot sehingga minimal terdapat tampilan tulisan: “Selamat Datang di Hostpot

Sekolah XXX” (XXX=nama sekolah anda).
Command:

Untuk commandnya saya belum menemukan caranya.

GUIL

Buka Windows eksplorer dan ketil alamat ftp://192.168.100.1 di address bar, seperti:

®

= 17| # ) Thelntemet » 132.168.100.1

30 Favorites
B Desktop
Either th
? Dropbox (? S
= Recent pla
B Google Dri FTP serv 152.168.100.1

Home Share View
Cut " i Mew item E
-] i X =f : MR
M| Copy path . o . T:__blEES!' =idges & :
Copy Paste _ Move Copy Delete Rename New Properties
[2] Paste shortcut o to - folder - £
Clipboard Organize Mew Ope

Log On As

erver does not allow anonymous logins or the e-mail address was not

User name: admin VI
#d Homegroup Password: I I
/M This PC After you log on, you can add this server to your Fajorites and return to it easily.
i Desktop & FTP does not encrypt or encode passwords or data efore sending them to the
- server. To protect the security of your passwords ahd data, use WebDAV instead.
| Document T
4 Downloads
|ﬂih entirsaif (s
U Music [ILog on anonymously ["]save password
= Pictures Log On I | Cancel
& Videos
Hasil Akses FTP:

Web: https://saifulindo.github.io
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https://3.bp.blogspot.com/-L7Ywu1O5DlY/WH8UQn6BrcI/AAAAAAAAKM0/Y9AaEtvoDpkTkD1XDkOX21k26h8Q8FiswCLcB/s1600/ukk_tkj_2017_paket_3_9.png
https://3.bp.blogspot.com/-L7Ywu1O5DlY/WH8UQn6BrcI/AAAAAAAAKM0/Y9AaEtvoDpkTkD1XDkOX21k26h8Q8FiswCLcB/s1600/ukk_tkj_2017_paket_3_9.png
https://3.bp.blogspot.com/-L7Ywu1O5DlY/WH8UQn6BrcI/AAAAAAAAKM0/Y9AaEtvoDpkTkD1XDkOX21k26h8Q8FiswCLcB/s1600/ukk_tkj_2017_paket_3_9.png

%% Dropbox

= Recent places

<
abdi.rsc

Home Share View
— Cut Mew item 4 Open BH seled
s X =] ) o o
=l [ Copy path = . T:j Easy access = = Edit Seleq
Copy Paste _ Move Delete Rename Properties . o
2| Paste shortcut ta - - 5 History oo Inver|
C ey Open 5q
(e [
© w1t |2 Thelntemet » 1921681001 | v
~
W Favorites
hotspot skins
B Desktop , P , 1

<
auto-before-reset.backup

& Google Drive —_— Nl
O@ Homegroup
Penjelasan: Buka Folder hotspot.
Edit file login.html, Seperti:
{1 » Theintemet » 192.168.100.1 » hotspot | v &
~
' img ] I
<
pees ' xmil alogin.html
e :
- B
h - errar.htm| | errorsbid
l favicon.ico login.html
ts
< <
Is = logout.html md3.js
faifulindo) e e
< <
radvert.html redirect.html
() < ) <
(D) = rlogin.html gl status.html

Penjelasan: Edit file login.html menggunakan editor seperti notepat-++, atau bisa juga dengan sublime text.

| — N
< ) Klil: Kanan
el |ogin.html dst=$(Link-
— Open
- Copy To Folder...
gl md3.js
— Copy tease Tos
‘- Paste [>$(if tria
redirect.html
Delete
— Rename
<
status.hitml Properties

Penjelasan:

Penjelasan:

Ganti Kalimat Latviski menjadi “Selamat Datang di
Hostpot Sekolah XXX”

Copy dan letakkan di document atau drive D, kemudian edit

dengan aplikasi editor.
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CES

WE

b ThisPC » Lecal Disk (D) » hotspot

Lal

MName

Copy ke alamat ftp://192.168.100.1

errorhtml

errorsbd

View 3

j
Sort by y | =
Group by 3
Refresh md3.js
Paste

< "
Paste shertcut B redirect.html
Undo Rename Ctrl+Z —
e status.html
MNew 3 | =——

Klik Kanan di area kosong,

Properties kemudian paste

Penjelasan: Ctrl+C untuk menggandakan.

Penjelasan: Paste file login.html di area kosong.

Confirm File Replace

This folder already contains a file called ‘login. html'.

Would you like to replace the existing file

Sl 3.37KB (3,455 bytes)

Friday, January 20, 2017, 1:36 FM

with this one?

Yes

3.40 KB (3,454 bytes)
Friday, January 20, 2017, 2:22 FM

Yes to Al

Mo

alogin.html

errors.bd

lzgin.html

md3.js

Cancel redirect.html

Penjelasan: Jika muncul peringatan seperti diataas ini maksudnya adalah untuk mereplace file. Untuk melakukan itu

tekan [Yess to All] Atau kalau tidak bisa dengan cara diatas anda bisa menggunakan cara dibawah ini yaitu drag and

drop.
LT .
E Bridge File List M= hotspot - B
PPP
=]
== Swich File Name ¢ | Type
X @- B H -

“15 Mesh & |l Moveto - X Delete ~ L } = E
= P P [l auto-beforeresst backup (| Y - A
= [Dhotspot directory]  Copy Paste . [[Bcopytov =fiRename New Properties Select
@ Routing [3 [ hotspot /alogin htm hitml file B folder h A2 h

[E hotspot /emor htm “html file Clipboard Organize New Open
& System Elhet - — :

spot/emors bt 1t file
[ hotspot Aavicon ico ico file @ * 1 = Local Di.. » hotspot v Search hotspot
[Dhetspot/img directory .
[ hotspot/imgAogobettom png ~ pna file JeF . & Mame

Elhtspot/login html il fie A Favorites

‘@) Radius [El hotspot logout html il file B Desktop E login.html I
= 5 [Dhotspotv : directory £3 Dropbox
}K Tools = hotspot v /alogin hitml html file h Drag and Drop
@] New Teminal [ hotspot v /emors b bt fil = Hecent places = I
1 hetspot Av.Aogin html file & Google Dri
- ) gle Drive

| = Make Supout it =) hotspotAvAogout html himl file
@ Manual =] hotspot.Av./radvert html html file
@ New WinBox 32 items (1 selected) 8.0MiB of 16.0 MiBu 4% Homegroup

Penjelasan: Buka menu Files pada menu winbox, kemudian lakukan drag and drop file login.html yang telah di edit.
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15.

&« (] | @ sekolah.sch.id/login b d | £
2% Apps <= PT. Excellent Infotam: 4% Layer 3 switches in G

ISeIarut Datang di Hostpot Sekolah XXX |

login
password

OK

HOTSPOT GATEWAY

Penjelasan: dan jika berhasil hasilnya akan seperti gambar

diatas.

Buat 2 user yaitu:

* Username 1=guru, Password=guru dengan profile bandwith unlimited (sesuai bandwith ISP)

* Username 2=siswa, Password=siswa dengan profile bandwith download/upload=256 kbps

Command:

/ip hotspot user profile add name=guru transparent-proxy=yes

/ip hotspot user profile add name=siswa rate-limit=256/256 transparent-proxy=yes

/ip hotspot user add name=guru password=@guru profile=guru server=hotspot1

/ip hotspot user add name=siswal password=@siswal profile=siswa server=hotspot1

/ip hotspot user add name=siswa2 password=@siswa2 profile=siswa server=hotspot1

GUI:
Membuat Profil Guru

A& Quick Set
T CAPSMAN
8 Interfaces

i=1|E3}

I Wirsless

= + |Session Time.__ |Idils Tmeout | Shared U___|Rate Limt ot | 4
Bridge
L)
B2 PPP Ol
= Switch LEI Generel] Gueue | Advetise | Scrits oK
|
°12 Mesh ARP {‘a\n ool
R Address Pool: [none il Aoply
iﬁ Routing gxid
& Sysem Cloud Session Timeout: hd Copy
B Queues LiEveEn Idle Timeout: [none [¥]~ | [ Remove
Fies PR Kespalve Tmeou: o
DHCP Server
12 Log oS Status Autorsfresh: [00:01:00
n@ Radius
%€ Tece Froval S .
New T Rastmtpetg: [ |«
M::e ::::; ;e 3items (1 selected)
e Neighbors Add MAC Coolie
Packing MAC Cookis Timeout: [3d 00:00:00

Pool
Routes
SNMP

Services
Settings
Socks
TFTP
Traffic Flow
UPnP
Web Proxy

Ml [
boomng Fter [ [#]~
OugangFrer: [ [+~

hooming Packet Maic: [ =]~
OugongPacketMarc [ %]~

O Saabope fsnen %]

Membuat Profil Siswa
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A Guick Set Ox
. CAPSMAN User Profies | Active Hosts IP Bindings  Service Pots  Walled Garden  Walled Garden IP List  Cookies
¥ Interfaces
T Wirsless
52 Bridge
=g PPP
=2 Switch
e ARP
=5 T] Aecounting Address Pool: [rone = N Aoty
Addresses
ﬁ Routing [F
& System . Cloud Session Timeout: hd Caopy
& Gueves DHCP Clert Ids Timsott: rone [3]« |[ Remove
Fies D Iy Keepalive Timeout: [00-02:00 -
DHCP Server
|| Log one Status 00.01:00
L Radius
5 Tools p Shared Users: 1 -
@ New Teminal hicksol Rate Limt foot): [256/256 -
I tems (1 sslsctad)
[ Make Supourd 5
Neighbor Add MAC Cookie
ighbors
& Manual
@ ton Wrox Packing MAC Cookie Timsout: |3d 00:00
Paal
B Bt H:u Address List:
utes
P Incoming Fiter:
Semvices Outgoing Fiter:
Seti
= Incoming Packet Mark:
Socks
Outgoing Packet Mark: 2
TFTP
Traffic Flow Open Status Page: |always E
UPnP Transparent Proxy
‘Web Proxy
Membuat User Guru
°13 Mesh Shy Oj]
Accourting <ETTeT User Profles  Active Hosts IP Bindings  Service Ports  Walled Garden
Addresses -J |i| ‘l]l:l Reset Counters ||l:ll:l Reset All Counters |
el |server + [Name |Address [MAC Address [ Profile. [Uptime I
e Queues DHCP Cliert .1 courters and limits for trial users
= DHCP Relay
E] Lo DHCP Server
2 ONS @hotspat1  siswal
A Radius @hotspot1  siswa2 7
x Tools W I—Iguru I Apaly I
] New Teminal = I I_@guru _I | Digable ‘
SEC
Make Supout rf Address: hd
% Morusd = Neighbors [ Corfremt |
MAC Address: hd
é New WinBax e = I—C u
Pool Profile: Jauru
l Exit ool Remove
Rues:| |~
s
SNMP Emal: |«
. Reset All Counters
Sevices 5items (1 selected)
Settings
Socks
TFTP
Traffic: Flow

UPnP

Membuat User Siswal dan Siswa2

°12 Mesh

ﬁ Routing
System
& Queves
Files
-] Log
. Radius
A Todls
New Terminal
|4 Make Supout if
& Manual

@ New WinBax

B et

ARP
Accounting
Addresses
Cloud

DHCP Client
DHCF Relay
DHCP Server
DNS

Firewall

[

Serverfroffes={ Users | User Profies  Active  Hosts | IP Bindings  Service Ports  Walled Garden

[@] [ 7] |00 Reset Courters || 00 Reset Al Courters |

Hotspot

Server s ‘Name |Mdre&5 |MAC Address |F‘roﬁ|e |Uptime ‘
+1; courtters and limits for trial users
@all admin
¥ hotspol 1 qury
@ hotspot 1 siswaz

5items (1 selected)
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16.

Penjelasan: Untuk pembuatan User Siswa2 sama prosesnya.

Command:

Bypass alamat: http://bsnp-indonesia.org sehingga user yang belum login masih dapat mengakses web tersebut.

/ ip hotspot walled-garden add dst-host=bsnp-indonesia.org server=hotspot1

o]

Users User Profiles  Active Hosts  IP Bindings  Service Ports IWE”Ed Garden || Walled Garden IP List Cookies ...

Walled Garden Entry <bsnp-indonesia .org> =1 E3

Action: & allow ¢ deny oK

Caficel

GUIL:
T
“I3 Mesh 67
=5 P Accounting
Y pansos RG] = [v] %) (1] [7] [s0 FestCorers | 00 ess A Gorts |
5 System p | B Action /| Server [Method [ Dst. Host
& Queues BrEPEE allow  hotspotl bnpAndones
B Fles DHCF Relay
] Log DHCF Server
M Radius L%
Firewall
A Toals
| New Terminal e,
| 4 Make Supout rif [Feze
@ Manual Neighbors
@ New WinBox g
! =" Poal
Foutes
SNMP
Services item (1 selected)
Settings

HEenrer' [ ||hotspat1 | ¥ IA
E s e

Dst. Address:| z"sable

Method || A | / Comment |
bsl. Host: [] bsnp-indunesilz Copy
Dst. Port: hd Remove

Path: - Reset Counters
Reset All Counters
oo ]

Konfigurasi PC/Laptop Client (Yang tergubung Ether2 melalui Switch)

enabled

1. IP LAN = 192.168.100.xxx/24
2. Gateway =192.168.100.1/24
3. DNS = menyesuikan ISP
4. Sistem operasi = Windows / Linux

Keterangan: xxx merupakan address

Konfig GUI:

Nz e Rt (G

Troubleshoot problems

IGpen Metwork and Sharing Center

/= 14212017

£

Access type: Internet
Connections: ] Wi-Fi (SMETIPRM)

Access type: Internet
HomeGroup:

Connections: | Ethernet 4

Web:

Activity
Sent — %P’I ——  Received
=
Bytes: 1,028,191 | 1,924,014
I I@'F"r::q:berijes I | '@'Disable | | Diagnose |

4Bl 005 Packet Scheduler -
[ -2 Microsoft Network Adapter Muttiplexor Protocol
& Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper 1/0 Driver
i Link-Layer Topology Discovery Responder
& Intemet Protocol Wersion & (TCP/IPv
i Intemet Protocol Version 4 (TCP/1Pvd)
[ >

Install... | | Uninstall | Properties

Description

Allows your computer to access resourcesﬂ::n a Microsoft
netwoarls.

https://saifulindo.github.io
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(®) Use the following IP address: sUserssentirsaifiping 192.168.16808.1

. 1ng1ng 192.168.1808.1 with 32 bytes of data.
IP address: 192,168,100, 2 g.i80"1: b TTL=64
TTL=64
Subnet mask: 255,255,255, 0 - Y i TTL=64
H hytes—32 time= m.; TTL=64
Defalt gateway: 192 .168 . 100 . 1 ing statistics for 192.168.188.1:
Packets: Sent = 4. Received 4. Lost = B <Bx loss).
ppru)_(in_mte round trip times illi-seconds:
Obtain DNS server address automatically Minimum = ims, Maximum = ims, Average = ims

Userssentivsaif >

(@) Use the following DNS server addresses:

Preferred DNS server: [ 192188 100, 1 |

Alternate DNS server:

[ validate settings upon exit e

Cancel

- Konfigurasi PC/Laptop Client (Yang tergubung WLAN1 melalui wireless)

1. IP WLAN = Dinamis (Mendapatkan IP address melalui hotspot)
2. Sistem operasi = Windows / Linux
Konfig GUI:

ollll nama_peserta@hotspot

. Connect automatically

Connect

i ﬂI sekolah.sch.id/loginTdst=ht ¢ I »

@J Maost Visited ., Getting Started @ Ebook % enrocl

You are logged in

If nothing happens, click

Penjelasan: Hasil dari login menggunakan user login

Guru.
login |

password

OK

HOTSPOT GATEWAY
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D. Penjeasan dan Penutup

Semakin kalian menemukan troubleshoot maka semakin baik pemahaman kalian jika berusaha menemukan
solusinya, kemudian yang perlu menjadi catatan pastikan versi winbox yang kalian gunakan adalah sesuai dengan versi
RouterOS, dan pernah kami menemui juga ketika menggukan winbox versi terbaru akan tetapi RouterOS versi lama, pernah
kami juga tidak bisa mengakses RouterOS.

Selanjutnya troubleshoot yang perlu diperhatikan adalah ketika sulit mengakses RouterOS menggunakan winbox, itu
karena adapter virtualbox sedang aktif, maka perlu didisable dulu.

Sekian materi pembahasan UKK TK] Paket 3 Tahun Ajaran 2016/2017, Selama kalian berusaha ingin bisa maka
kesuksesan akan menyertai kalian. Jika kalian ingin bertanya bisa tanya via whatsapps ke 085730947129.
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